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Motivation

* FrodoKEM is a Post-Quantum Keg Encapsulation
Mechanism that is standardized by ISO

« Support from governmental agencies e.g., German

CPU +

« Hardware evaluation becomes a critical aspect of CPUExtension oo sorware Cordesien
readiness for real-world deployment
 Existing hardware implementations (FPGA): D . D
* Light-weight [HOKG18]
. Pure Hardware (FPGA/ASIC) Pure Hardware (FPGA/ASIC)
b H|gh performance Design + Soft Core Processor Design
« Doesn't comply with the specification [HMOR21] (or)
» Supports only one parameter set or only one primitive D <==>t o D ——
[DGA25] (or)

« No support for performance tunability [YWZL26]

- We propose a design targeting FPGA and ASIC that
IS
 Unified —supports keygen, encap, and decap
» Multi-parameter support at runtime — all 12 parameter sets
« Performance tunable
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The FrodoKEM scheme




FrodoKEM

« FrodoKEM is based on the plain learning with errors (LWE) problem

ﬁé{é http

* It uses generic, algebraically unstructured lattices (no use of NTT)

« Security - more conservative than ML-KEM

Parameters:
* Integer matrix dimensions: n, n’
« Modulus g = 2P
« Symmetric Error Distribution: x

Setup:

» Generate pseudorandom matrix A «— U(anxn),
« Sample from the error distribution S « X”X”_' — xmxn
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A

B«— AXS+

A and B are public
S 1s a secret
Given A and B finding S is hard!

OO0O0O0
OO0O0O0
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OCO0O0
OCO0O0
OO0O0O0
OO0O0O0
OO0O0O0

B pseudorandom matrix

& Error distribution matrix

[0 Error distribution matrix



Key generation algorithm

Algorithm 1 FrodoKEM Key Generation (KeyGen)

Input: -
Output: Public key pk = (seeda||b), secret key sk = (s||seed a||b||ST||pkh)

1: Choose uniformly random seeds s, seedgp, and z of bitlengths lensec, lengg, and len 4, respectively
2: Generate pseudorandom seed seedy +— SHAKE(z,len )

3: Generate the matrix A < Gen(seed,p)

4: Generate pseudorandom bit string (r(o), rD r(2"ﬁ'1)) + SHAKE(0x5F||seedsk, 32nn)

5: Sample error matrix ST < SampleMatrix((r(®), (1) . r(rn=1)) 5 n)

6: Sample error matrix E <+ Samplel\latrix((r("ﬁ), pnatl) T(Q"ﬁ_l)), n,n)

7: Compute B < AS+ E

8: Compute b + Pack(B)

9: Compute pkh < SHAKE(seed ||b, lensec)

10: Return public key pk < seed 4||b and secret key sk < s||seed a||b||ST ||pkh

sk=s|| seed,|| b, ST, pkh

pk=seed,|| b
(  PRNG \: // Sampling %/ Matrix Multiplication Y { Hash
: b o and Addition ! : :
b I p b ! p I
k] ] ! ! : 1 ! :
3! L o Bl |
Q | ! Frodo. ! Enxs | Mat. Add [Bnxn; ( > ] 1
» L — 1 SHAKE [ pkh
=1 SHAKE ! 1 | SampleMatrix | 1 | AS+E : I I | P
[Ty} \ ! ] S 1 ! I
0 f ! ST T | 1 |
x ! 1 1 ! | 1 |
Sy ] 1 I d ) 1 1
| : : : { Mat. Mul 1 : 1
i o Lo > A.S | i :
: <) 1 I 1| Anxn : : :
1 ° : ! ] : 1 { |
1 [0} ! ! | ! |
| % : 1 | : 1 | \
z —» SHAKE : —| Frodo.Gen — ! ! !
| L L | :
\ P L ! : ,'
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FrodoKEM primitives and Parameter sets
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Parameter

Set

q

g-size
(bits)

n

1

FrodoKEM-640

32,768

15

640

FrodoKEM-976

65,536

16

976

(00]

FrodoKEM-1344

65,536

16

1344
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n, N — matrix dimensions
X-Size — element size in error matrices Sand E

g — modulus for matrix elements in A

Output=SS,c1||c2

Comparisons

Decapsulation

Parameter sets

« Each parameter set has two variants:
« AES-based
« SHAKE-based
« Each of the these have an ephemeral variant
» Depending on the variant, A,,,,, is either sampled

from AES or SHAKE



Prior Work




Two main bottlenecks

Keygen ]
« Hardware [HOKG18, HMOR21, YWZL26] and
microcontroller implementations [BBC+23]
target two main challenges: @ @
1. Performance: How do we speed up the large RSN et WG Gaion sna G T, (Ha
matrix multiplications? I B I f e - ey S Ery O
- [HMOR21, YWZL26] vectorizes the dot products pkriﬁ ; H [ e 8 e 3
inside the matrix multiplication (HMOR21] with Encap o o R S'-B*E"“M“’”dffa’;‘ STAE e
Trivium used as PRNG — not specification e (el T
Compllant) ii SampleMatrix | 1 | | Encode i I
2. Memory: How do we avoid storing the large S A DALINES5 B
matrices?
- [BBC+23] generates matrices A and S on the fly @ " @
 What's missing: No prior design offers tunable N m
performance. If we scale up compute, where 5 Nl o il s |
doeS the bOttIeneCk move? ecap c ; MatrixMultiplicationTand E E E ii;;ilit:ii;;:i

Encapsulation+
Comparisons
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Design Considerations




Generating ‘A, ., on-the-fly

A, 1s sampled from a PRNG row-wise

Only one row of ‘A’ is generated and stored in memory

Key Generation
« AS

Encapsulation /A Ay - A A
.« S'A

Aw Ayn o Ap

Decapsulation
« S'A

\An-lo An-ll An-ln_-y

g- Matrix Matrix
Parameter | size |x-size| n n A Size S Size
Set (bits) | (bits) (bits) (bits)

FrodoKEM-640 15 5 640 8 6,144,000 25,600
FrodoKEM-976 16 S5 976 8 15,241,216 39,040
FrodoKEM-1344 16 41,344/ 8 28,901,376 43,008
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Traditional matrix multiplication

A S AXS
- ~N -
Ao Aor Ag Aps S0 So1 A0S00TA01510tA02920 A03930  AgoSo1tA019111Ag25,1 TAG3S3;
Ao A AL A Sio Si A10500tA115101A12550 A13530  AqpSe1tA11511+A1257 A1353
Ay Ay Ay A S0 Sy Ar0S00tA215101A250 A3S30  AypSortA21S11+AS,; +A353;
\A3o Az Ag Ay \530 S31 y A30500TA31510tA32970 tA33530  A3pS11A315111A355,; tA335;,
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AxS - ‘A’ generated on the fly

« ‘S'is stored in memory
« Matrix dimensions in this example: A-4x4, S - 4x2

A S AXS
e I -
[ Ao Aar Am Aas} Soo So1 A0S00TA01510tA02920 A03930  AgoSo1tA019111Ag25,1 TAG3S3;
Sio Sis A10500tA11510tA15520 TA13530  A1pS01HA11511HA1257 HA1353
S0 Si1 A20S001A215101A255,0 tA3S30  AgSo1tA215111A5,1 TA3S3,
\530 S31 y A30500TA31510tA32970 tA33530  A3pS11A315111A355,; tA335;,
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SxA - ‘A’ generated on the fly

« ‘S’is stored in memory

« Matrix dimensions in this example: S - 2x4, A - 4x4

S00P00tS01A10+502A20 50330

S10P001S11A10+512A50 +513A30

S00 S01 S02 S03
S10 S11 S12 S13

So0Po11S01A11+502A21 +S03A3;

S10P01+S11A11+515A51 +513A3;

A
[Aao Aar  Aa Aas}

SxA

So0P02+S01A12+502A22 +S03A3;

S10P02+S11A12515A; #5134,

So0Po3+S01A11+502A21 +S03A3;

S10P031S11A11+515A1 +513A3;

ﬁ& Osaniay Deshpance A variant of this technique is called as Row-Wise Cache Friendly Multiplier in [BBC+23]. 13
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Partial multiplications

« Based on number of multipliers available at one time

« Let ‘T' be the number of multipliers
« E.qg., T=2

A S
4 I
[Aoo As1 As2 Acxa] Soo So
Sip Sy
Sy S
\330 S y
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A.S

/AooSoo"'Am S5t A02520tA03S30
A10506"A11516tA125201A13550
A0S06tA21S 16t A5 201 Ar3S 30
A30S00tA31916FA32520T A33S 30

Ao0S01tAg1S11HAS,; +A0333\1
Aq10501FA11S17 A1 2551 7A13S5
Ar0S01HA21S 11+ A%S,1+A%3S 3
A30S01+A31511FA325,17A33Ss;
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Hardware Implementation




Hardware design plan

Unified design that supports all (twelve) parameter sets at runtime

e AES-variant
« SHAKE-variant

Performance parameter ‘T’ is used for scaling the number of dot products as synthesis-time
parameter
« This will scale the time and area

Target Platforms
« FPGA (Artix-7 xc7a200t)
« ASIC (NANGATEA45)

Development and Synthesis Tools
« AMD Vivado (FPGA)
« OpenRoad flow (ASIC)
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@ https://sanjaydeshpande.phd

16



Hardware architecture
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%

[

Eis stored in
Result Memory

]
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Evaluation




Performance comparison — SHAKE-based FrodoKEM

Security Level 1

7721
5000 6946
7000 6378
c ge]
© 4 § 6000 3984
o8
v | v 5000 3764
_Q S
4 e 3592
Y1 | » 4000 2090
—|e 2338
< |2 3000 1140 1382 2022
Yle 740 _ 1306 2147 840 1972
20| & 2000 1088 716 1382 1077
o 1112 2052
— O 000 698 Keygen
49 ] Encap
eca
0 p
CPU-AVX2 [T=16 T-32 T-64 T=1 T=24,32  RISC-V T=16 T-16 T-32 T-64 RISC-V
[GLN+25]  |[Our] [Our] [Our]| [HOKG18] [DGA25]  [KFS22] [HMOR21] |[Our] [Our] [Our] [BUC19]
\ 1 NANGATE45 TSMC 40nm
Y Y
FPGA: AMD Artix-7 ASIC
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Performance comparison — AES-based

[
»

Operations per second

Higher is better

CPU AVX2,
AES-NI
[GLN+25]

\

T=16
[Our]

T=32
[Our]

T=64
[Our]

T=1
[HOKG18]

T=16
[Our]

T=32
[Our]

T=64
[Our]

ﬁé;t ©Sanjay Deshpande
v https://sanjaydeshpande.phd

FPGA: AMD Artix-7

Decap M Encap M Keygen

Y
ASIC: NANGATE 45

Security Level 1

Keygen



Performance comparison — Area Time Product (ATP)

FPGA — AES-based FrodoKEM FPGA: AMD Artix-7

FPGA — SHAKE-based FrodoKEM
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PR

ATP = (LUT/4 + DSPx100 + BRAMx128)x(Time,s + Timegye + Timepg )

ASIC — SHAKE-based

FrodoKEM
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Side-channel security

« Constant-time by design: loop bounds and control flow depend only on public parameters, and q
= 2%k makes modular reduction simple and safe [ABD+25b]

* First-order masking at zero overhead: decapsulation (M = C - B'S) is masked using idle
multipliers in the Matrix Arithmetic module, following [HMOR21]

« Future work: full protection also needs masked decode and key generation, plus empirical
validation (e.g., TVLA)

ﬁ@#ﬁ ©Sanjay Deshpande
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Key takeaways

ﬁé%% http

Fully standard-compliant FrodoKEM hardware for both FPGA and ASIC, supporting all 12
parameter sets

Synthesis-time parallelism (T) lets designers trade area for throughput to fit their target

State-of-the-art results: T = 32 and T = 64 outperform all prior immplementations in both
throughput (ops/s) and time-area product

Efficient scaling: for SHAKE-based FrodoKEM, ~4x parallelism yields near-linear speedup at less
than 2x area, on both FPGA and ASIC

At high parallelism, the bottleneck shifts from matrix multiplication to PRNG-based matrix
generation

©Sanjay Deshpande
s://sanjaydeshpande.phd

23



References

[HOKG18] Howe et al., "Standard Lattice-Based Key Encapsulation on Embedded Devices, TCHES 2018

[BUC19] Banerjee et al., "Sapphire: A Configurable Crypto-Processor for Post-Quantum Lattice-Based
Protocols, TCHES 2019

[HMOR21] Howe et al., "Exploring Parallelism to Improve the Performance of FrodoKEM in Hardware,
JCEN 2021

[KFS22] Karl et al., "Hardware Accelerated FrodoKEM on RISC-V' DDECS 2022
[BBC+23] Bos et al., "Enabling FrodoKEM on Embedded Devices, TCHES 2023
[DGA25] Diizyol et al., "Can FrodoKEM Run in a Millisecond? FPGA Says Yes!" ePrint 2025/1312

[GLN+25] Glabush et al., "FrodoKEM: A CCA-Secure Learning with Errors Key Encapsulation Mechanism,’
IACR CiC 2025

ABD+25] Alkim et al., "FrodoKEM Preliminary Standardization Proposal (submitted to 1SO), Sept. 2025

'YWZL26] Wang et al., “A High-Performance and Reconfigurable Hardware Architecture for FrodoKEM”,
TCHES 2026

Al-Generated Art: Lego Frodo with Key, created with Google Gemini
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Accelerating FrodoKEM in Hardware

Thank you!
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