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Modern Cryptography

Symmetric-key cryptography

Public-key cryptography
« Shor’s algorithm can potentially break
existing pre-quantum public-key
cryptosystems (e.g., RSA)
Quantum-safe Cryptography to the rescue!
« Quantum Cryptography

« Post-quantum cryptography
 Algorithms run on classical computers

Post-Quantum Cryptography standardization
efforts are in progress around the world
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ML-KEM standard

NIST Post-Quantum Cryptography Standardization i

T Concluded
Round 3 1 PQ-KEM
1 PQ-KEM (Kyber), 3 PQ-DSS selected (Hamm3?§ 3”351iCy§13C)
Call for Round 1 Round 2 4 PQ-KEM for further evaluation candidate selecte

proposals

Call for proposals d Round 2
Additional PQ-DSS Round 1 oun Round 3

« Submitted candidates belong to two categories
* PQ-KEM: Post-Quantum Key Encapsulation Mechanism
* PQ-DSS: Post-Quantum Digital Signature Scheme

 Evaluation Criteria
« Security
- Hardware and Software implementation efficiency and security
« Cost (key size, signature size, etc.)
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Secure and Efficient Implementations of Cryptographic Algorithms

« Target platforms:
- CPU
« Microcontrollers

 Field-Programmable Gate Array (FPGA)
 Application Specific Integrated Circuit (ASIC)
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CPU +

Hardware-Software Co-design
CPU Extension

CPU

Pure Hardware (FPGA/ASIC) Pure Hardware (FPGA/ASIC)
Design + Soft Core Processor Design
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Today's Talk
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Hamming Quasi-Cyclic (HQC)
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Hamming Quasi-Cyclic
(HQC)
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Hamming Quasi Cyclic (HQC)

« A code-based KEM scheme based on the
syndrome decoding hard problem.

e Construction is based on concatenated codes:

Shortened Reed Solomon code and

Duplicated Reed-Muller code
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Parameter

Set Security n w | |ek| | |dk| | ct]
HQC-1 128 17,669 66/2,241B2,321B 4,433B
HQC-3 192 35,851/1004,514B/4,602B 8,978B
HQC-5 256 57,637,131/ 7,237B|7,333B|14,421B
X25519 128 — - 32Bf 32B 32B

n - degree of the polynomial
w - weight
keypair — (ek,dk)

ct - ciphertext

[ ] Quantum-safe
[] Not Quantum-safe




Syndrome Decoding Problem

* h, x, yare polynomials in F5[X]/(X"-1)

« Setup:
« h —sampled from a pseudo-random number generator (PRNG)

- x,y — fixed weight vectors (sparse polynomials) whose locations are sampled from a PRNG

X h y S=x+h.y
EEEEEEEE + OOO0O0000 X SEEEEEEE - ENEEENES

[] pseudorandom polynomial
B Sparse fixed-weight polynomial
B Sparse fixed-weight polynomial

h and S are public
x and y are secret
Given h and S, finding x and y is
hard!

ﬁ“@;‘t ©Sanjay Deshpande
https://sanjaydeshpande.phd



Key Generation

public key seed __]
(Seedpie k)

'HQC-KEM.Keygen()

Input: None.
Output: Encapsulation key ekggm, decapsulation key dkggm.

> Sample seedkem

1. seedkgm s Blseedl

> Compute seedpye and randomness o
2. ctxkem < XOF.Init(seedkem)
3. (ctxkem, seedpke) + XOF.GetBytes(ctxkepm, [seed|)
1. (ctxkem, o) ¢ XOF.GetBytes(ctxkem, |k|)

> Compute HQC-PKE keypair
5. (ekpke,dkpke) +— HQC-PKE.Keygen(seedpke)

& Compute HQC-KEM keypair
6. ekgem — ekpke
7. dkkem « (ekkem, dkpkEe. o, seedkem )

8. return (ekkegm, dkkem)

Sample

secret key seed —»
(Seedpye k)

-

y

Polynomial Polynomial
Multiplication Addition
(h.y) x+h.y

o

Sample
Fixed
Weight
Vectors
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eKpke =

dkpye

(h,s)
(x,y)
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HQC Primitives

)

public key seed __,| Sample

h
(Seedpie o)
Polynomial Polynomial
N J Multiplication Addition
— (h.y) x+h.y
Sample |-Y
Fixed
secret key seed —»| .
Weight
(Seedpie k) Vectors X
-

Key Generation

Decrypt
y - Polynomial Polynomial
Multiplication Addition Decode
u- (uy) (v-u.y)
]
Encrypt m’ ¢
s I
Polynomial Polynomial Polynomial Polynomial
h Multiplication Addition Encode Multiplication Addition
h.ry u=ry+h.ry (s.r2) v=t+s.r,+e

Sample

Fixed rn

Weight
Vectors

0/1
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Decapsulation

Encrypt
m
s
Polynomial Polynomial Polynomial Polynomial
h Multiplication Addition Encode Multiplication Addition Hash Hash
h.rp u=ry+h.ry s.ry v=t+s.rp+e
L
1 k d

Sample

Fixed r;

Weight
Vectors

Encapsulation
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Performance Comparison HQC vs Elliptic Curve Cryptography
G

K’«Decap(As, C)

f’)K’ -Decapsulated Key

*Key generation is performed
offline on the server side
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C

N —————————————— (K, C)«Encap(Aqy)

f K-Encapsulated Key

Operations Per Second Comparison C-Ciphertext
on a CPU
20000 16000, 16000 16000 Hardware acceleration
., 15000 can help close this gap
(]
(2
g . — 8gﬁraltingl gequ§7n(1:)1l:850H 2.5GH
© : Int - -2
5000 ntel Core i z
180
0 *Performance varies considerably by hardware platform and
Client Server implementation constraints, and should be taken as a rough

indication only.

B X25519 W HQC - Optimized Software = HQC - Reference Software
[SAC15]  [NIST'25] [NIST'25] 12



HQC Primitives

Encrypt

public key seed __,| Sample h
(Seedpke.c)

Polynomial
Addition
x+h.y

Polynomial
Multiplication
(h.y)

Sample

secret key seed —»| ey

Polynomial
Addition
v=t4s.rpte

Polynomial
Multiplication
sy

Polynomial
Addition
u=ry+h.ry

Sample [

Weight
(Seedpye g) Vectors | X ol Foed |r
Weight
& / Vectors | e

Key Generation

Decrypt
y - Polynomial I Polynomial
Multiplication I Addition Decode
u (uy) (v-u.y)
]
Encrypt m’ ¢
I

Polynomial
Addition
v=t+s.rpte

Polynomial
Multiplication

Polynomial
Addition

Polynomial |
Multiplication
h.r,

Sample

Fixed rn
Weight
Vectors

e 0/1

Decapsulation
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Encapsulation

--~ Performance Bottleneck.
---' 95-96% across different parameter sets
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Hardware Acceleration
Using FPGAs




%

Field Programmable Gate Array (FPGA) Implementation Performance

and Evaluation Metrics

FPGA is a reconfigurable substrate
* Area
* Time

Time-Area product
« Time * {max{LUT/4, FF/8} + 128 «* BRAM + 100 * DSP}

For reference (AMD Artix 7 200 T FPGA):
« Look up Tables (LUTs) = 215,360
« Digital Signal Processing Blocks (DSPs) = 740
* Flipflops (FFs) = 269,200
« Block RAM (BRAM) = 365 (each block can store 36 Kb)

©Sanjay Deshpande
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DSP Blocks

R EIEI G BB

Typical FPGA
Architecture

Input/Output
.-~~~ connections

-

A N N NN |

a L__I ﬁ
_______ b LUT —out
FF
clk

Configurable logic block
(CLB Slices)

\Memory Blocks
(Block RAM)
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Hardware vs Software Development

CPU GPU FPGA ASIC
Engineering time | short | medium | long | verylong
Compilation time | short | short long | very long
Debugging easy | medium | hard | veryhard

Maintainability easy | medium | hard | veryhard

%& ©Sanjay Deshpande Computer Architecture: A Quantitative Approach, David A Patterson and John L. Hennessy, 2025
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Hardware Implementation
HQC




HQC Primitives

Encrypt

public key seed __,| Sample h
(Seedpke.c)

Polynomial
Addition
x+h.y

Polynomial
Multiplication
(h.y)

Sample

secret key seed —»| ey

Polynomial
Addition
v=t4s.rpte

Polynomial
Multiplication
sy

Polynomial
Addition
u=ry+h.ry

Sample [

Weight
(Seedpye g) Vectors | X ol Foed |r
Weight
& / Vectors | e

Key Generation

Decrypt
y - Polynomial I Polynomial
Multiplication I Addition Decode
u (uy) (v-u.y)
]
Encrypt m’ ¢
I

Polynomial
Addition
v=t+s.rpte

Polynomial
Multiplication

Polynomial
Addition

Polynomial |
Multiplication
h.r,

Sample

Fixed rn
Weight
Vectors

e 0/1

Decapsulation
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Encapsulation

--~ Performance Bottleneck.
---' 95-96% across different parameter sets
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Performance Bottleneck
Polynomial Multiplication




Polynomial Multiplication

A(x)=ay+a;x+a,x*+--+a x"

Parameter

Set n w
HQC-1 17,669 66
HQC-3 35,851 100
HQC-5 57,637 131
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A & B are polynomials in F5[X]/(X"-1

c(x) =A(x).B(x) = c,xk
,; k

Overall complexity = O(n?)

Complexity of polynomial
multiplication

4,000
& 3,000
©
S, 2,000
(@]
S 1,000

- B

HQC-1 HQC-3 HQC-5
Parameter Set

m Schoolbook Method m Karatsuba m Toom-Cook

)

k
Where each ¢, = Z ab, ;

i=0

Schoolbook = 0(r?)
Karatsuba = O(n’-5%5)
Toom-Cook = 0(n’-4%%)

20



Polynomial Multiplication - Can we do better?

Parameter

Set n w
HQC-1 17,669 66
HQC-3 35,851 100
HQC-5 57,637 131
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A & B are polynomials in F5[X]/(X"-1)

A(x)=a,+a x+a,x?+--+a x"

B(x)=0+b;x+0+---+b x™

One of the inputs to the polynomial
multiplier is a sparse fixed weight vector.

Complexity of polynomial multiplication

Karatsuba
Toom-Cook

HQC-1 HQC-3 HQC-5
Parameter Set

B Karatsuba ™ Toom-Cook

= 0(,77.585)
= O(n1 .465)

21



Polynomial Multiplication involving Sparse Polynomials

Parameter

Set n w
HQC-1 17,669 66
HQC-3 35,851 100
HQC-5 57,637 131
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A & B are polynomials in F5[X]/(X"-1)

A(x)=a,+a x+a,x?+--+a x"

w-1
c(x) = z A(x) << bindex]i]
i=0

Complexity of polynomial multiplication

40 35
» 30
(&)
< 17
(% 20
= 10 ‘5 1 ‘5 4

0

HQC-1 HQC-3 HQC-5

Parameter Set

Hm Karatsuba M Toom-Cook Sparse Poly Mult

B(x)=0+b;x+0+---+b_x™

Karatsuba
Toom-Cook

— 0(/77.585)
= 0(/77.465)
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Sparse F, Polynomial Multiplication with Reduction

Non-Sparse
Polynomial Input

Variable
Shifter/
Rotation

Field polynomial: X"-1:
allows folding and adding
the polynomial for reduction

/

Reduction

g g

=
AR
NI
n S
7 o

Y,

Non-zero bit position |

from Sparse Input | Aggition is an XOR because
,///////////, all polynomials are in F..

Indices of non-zero elements
are used to shift non-sparse
polynomial to imitate the
multiplication.
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Conceptual Block Diagram
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Sparse F, Polynomial Multiplication with Interleaved Reduction

Field polynomial: X"-1:
allows folding and adding The multiplication and R
. . . . Reduction in area
the polynomial for reduction the modular reduction is Reduction in memory
interleaved. utilization
A

Sparse Interleaved

tiplication Reduction

+ n n/ e

a / 7 4
a5 ! v <
c Variable
S k Shifter/ 2n/ //’\\\ n/ ~//’\\\ AR REG > S
wn o - 7> 7 —
c 5 Rotation \\\’// \\\’// A <
s J :

o) 7 .

o \ l =

Non-zero bit position |

from Sparse Input | Agdition is an XOR because
////////////, all polynomials are in F,.

Indices of non-zero elements
are used to shift non-sparse
polynomial to imitate the
multiplication.
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Conceptual Block Diagram



Sparse F, Polynomial Multiplication Hardware Design

Performance parameter

\irb_poly
BW

start done

»

Q 1

T |

a 1

D w | Barrel

> m arrel _

'6' ! R i

a, otation

CDI

)]

5

g v

@ (1
\‘/

i Control
i Logic
_ —— i \
log(n/BW)
_»| RESULT
_RAM
BW .

Hardware design of sparse

polynomial multiplication module
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Ippe anop

anop

HQC-1

Time and Area Scaling

1.60
1.40
1.20
1.00
0.80
0.60
0.40
0.20
0.00

Time (ms)
Slices (x103)

W=128 W=256 W=512 W=1024

Parameter
Set n w
HQC-1 17,669, 66
HQC-3 35,851 100
HQC-5 57,637 131 25
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What about NTT/FFT type multiplication for HQC?

Parameter

Set n w
HQC-1 17,669 66
HQC-3 35,851 100
HQC-5 57,637 131

©Sanjay Deshpande
https://sanjaydeshpande.phd

Complexity of polynomial multiplication

40 35
» 30
(]
2 17
220
0
HQC-1 HQC-3 HQC-5

Parameter Set

m Karatsuba ®m Toom-Cook = Sparse Poly Mult m FFT/NTT

Karatsuba = 0(n’-%%%)
Toom-Cook = 0(n’-465)
Sparse poly mult = O(n.w)
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What about NTT/FFT type multiplication for HQC?

« Cannot directly apply NTT (Number Theoretic Transform) to binary field polynomial
multiplication

« Requires a finite field with special roots of unity
« Chen et. al [CCK21] proposed using Frobenius Additive FFTs (FAFFT).

ﬁ“@;‘t ©Sanjay Deshpande
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Frobenius Additive FFT (FAFFT)

« Convert to new polynomial basis — Cantor Basis.

* FFT Encode and FFT Decode are used to reduce the number of evaluations.

A=
b

ﬁ“@‘t ©Sanjay Deshpande
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BC

FFT
Encode

BC

=

FFT
Encode

F2'>F2m

»(+) >
= ﬁg. =
FFT

= i@ =

—/

IFFT

FFT )
Decode

BC

Fzm'>F2
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Performance FAFFT vs Sparse Multiplication

 Implemented in hardware by Ras et. al [RLC+25]

« Taking advantage of sparsity doesn'’t lead to non-constant time behavior on hardware.
« Weight of the sparse polynomial is fixed.

Time comparison HQC128
1,877,897
332,353
" 2,000,000 98,576
]
~ 1,500,000 764,880
= 5,760
“ 1,000,000 1,102
if 11,520 36,698
(@] 500,000 553,766
U 1@9)94@"
0
FAFFT Mult. [RLC+25] Sparse Mult. (our)
Freq (125 MHz) (288 MHz)
EBC - begin B FF Encode FFT Multiplication
BIFFT B FFT Decode mBC - end mOther
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Key Generation, Encapsulation,
and Decapsulation




JOiI‘It DeSign - Sweep FPGA: AMD Artix 7

Operations per second HQC-1
« Joint Design — combines Keygen, Encap, and Decap
: o 40250
into one. U4 22400
i)
« Shared module among different primitives. I pAL
" 40000 1 3833 20250 23000
. . . . C
« Polynomial Multiplication | 20000 355 7905 10125 ‘2385 ey "
. oo 10000 :
« Encapsulation s decap.
* Polynomial Addition W=128  W=256 W=1f12 W=1024
« W — performance parameter
. Time — Area Product
« Time-Area product
 Time * max{LUT/4 + 128 « BRAM + 100 * DSP, FF/8} _
jq-j 2763 2354
@ | 3000 2139 1997
n | 2000
o
¢ | 1000
% Time x Area
— v W=128 W=256 W=512 W=1024
©Sanjay Deshpande 31
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Joint Design — Comparison with other HQC Hardware Designs

%’% http

Only Poly. Mult.

on FPGA

Hardware-Software lo-design

©Sanjay Deshpande
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Higher is better

Lower is bett

»

50000
40000
30000
20000
10000

0

7

20000

10000

FPGA: AMD Artix 7
HQC-1

Operations per second

40250

33333
23000
3700 12195
k :
1644 781 3 12385 eygen
encap.

1 786
763
180
" decap.
HW/SW HLS HW Our
[WF-10T"23] | | [CBCrypto’ 23] [HOST 24]
T Pure Hardware (FPGA/ASIC)

\ } Design

17736

Y »
Time — Area Product D -

-

14474

\

Full
design on
FPGA

3105 2354
Time x Area

P

|

HW/SW
WF-loT'23]

Je

HLS
BCrypto'23]

I

HW Our
[HOST'24]

i
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Side Channel Analysis

[ |
Side-Channel
Evaluation e

/Temperature
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Side Channel Evaluation

« Side-channel attacks are based on the
implementation of a system

It is not a brute-force attack or a theoretical
weakness based attack

« Observe unintentional features such as
timing, power, etc

©Sanjay Deshpande
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Side Channel Analysis
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HQC Primitives

public key seed __,| Sample
(Seedpie o)
Polynomial Polynomial
Multiplication Addition
(h.y) x+h.y
Sample
secret key seed —»| F\ged
Weight
(Seedpie k) Vectors X
~—

Key Generation

Decrypt \

y - Polynomial || Polynomial
Multiplication I Addition Decode
u (u.y) 1l (v-u.y)

Encrypt

h.r,

Sample

Fixed rn
Weight
Vectors

Polynomial
Multiplication

Polynomial
Addition
v=t+s.rpte

Polynomial
Multiplication

Polynomial
Addition
u=ry+h.r,

Encode

©Sanjay Deshpande
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Decapsulation

0/1

Encrypt

Sample
Fixed
Weight
Vectors

Polynomial Polynomial Polynomial Polynomial
1 Multiplication Addition Encode Multiplication Addition Hash Hash
h.ry u=ry+h.ry s.rp v=t+s.ry+e
——
1 k d
r2

Encapsulation

"1 Performance Bottleneck

<X Side-channel attack target
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Side Channel Analysis
& i

Power Side-Channel B o5 @
- : 0¥,
Evaluation W

Power




Threat Model
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.
Attacker has
physical access
of device
2

Attacker knows
algorithm and
implementation

3)" Attacker can
collect &
analyze power
traces

Power
consumption is
data dependent

37



Interesting place to observe for side-channels

 Attacking the variable rotation in the sparse polynomial multiplication in the decapsulation
operation

Attacker can control this.

Decrypt%
N This is a secret and
S R (e o Lol T N R b_pol
y Polynomial Polynomial |~ ~[T 7T TS T o= mmmmm attacker wants to learn. arb-poy
Multiplication Addition Decode == _ BW start done
u (uy) oy | T TS e T’ ___________ — [ |
S=a == % : e e e e e e e 1
Encrypt === o 5 ! i Control !
ncryp -~ I ] ; '
. =~ ] bW, Barrel L. Logic | !
Il P g, . | Rotation
S~o | [
Polynomial Polynomial Polynonitat < Polynomial % ! 1 %
h — Multiplication Addition Encode Multiplication S~ ~Addition > Hash Hash H | I E'_
h.rp u=r;+h.r, (s.r2) v=t+s.r>Fe<|_ o, ! v :1og(n/Bw) 5
z BN ! N » RESULT , 2
K S~d d - : \“J _RAM : 2]
Sample |1 k ~~‘~~‘ ; : o
0 Fixed | rp d Compare ~~o - : : BW > C
Weight T~ i ! &
Vectors | e 0/1 DT - ' ]
S~ 1
~ |_ ________________________________ 1

©Sanjay Deshpande
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Power Side-Channel Attack on HQC Decapsulation

 Attacking the variable rotation in the sparse polynomial multiplication in the decapsulation

Operathn Step 1: Recover the first

sparse polynomial index by
observing the write address.

Step 2: Recover the MSB of
the second sparse poly
index.

Decrypt%

This is done by observing

y Polynomial Polynomial
Multiplication Addition Decode
u (uy) (v-u.y)

memory reads.

]
g
H
Encrypt m’ ’
- [ ﬂl’ Barrel _
S .
v | } | 7 v g, Rotation
I |
Polynomial Polynomial Polynomial Polynomial % ! 1 g‘
h — Multiplication Addition Encode Multiplication Addition > Hash Hash . | I E'_
h.r, u=r;+h.r, (s.rp) v=t+s.r,+e 2. ! ’\\‘ :IOE(H/BW) Im
: ; »| RESULT J e
k’ d’ ! \“J _RAM : R
Sample [ K I ]
0 Fixepd r d Compare ; | BW - Cg"
_ T >
Weight : : &
Vectors | € 0/1 : I
1 1
|_ ________________________________ 1

ﬂéé’% http
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Attack Setup and Working

HQC Decapsulation ,/’
UART Q g -
Polynomial _. @)”
TX/RX 6 50)
Control Lea kage
logic ﬂ' :ﬂ S
= ource
Control [ - fioe D e ﬁ - ——BRAM
H ~ 7| Encode& )
Loglcl > s B writes
- - ChipWhTSpere[Husky h R
HosTPC - Capture Board ™~ CW305 FPGA (Attix-7)
Tt~ Target board ~
Power RO O
Measurement (&

Data, Trigger

20-pin connector

©Sanjay Deshpande
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Stage 1:
Trace Acquisition

‘ M“ M“ )‘\»\J"mﬁ, ”r"\ ”

Stage 2:

Preprocessing
(before alignment)

After Alignment

100

Sample Index

Stage 3: CPA Key
Recovery

coefficient

001 1

0.00 1

Correlation Result

max

5321, 0.0508)

5000

5100

5200 5300 5400
guess key

5500
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What can we do about it?

« Could be thwarted using robust implementation with side-channel countermeasures

« Countermeasures:
« Masking
« Shuffling sparse indices for each run of decapsulation
« Random shifting for non-sparse polynomial before multiplication

ﬂ“@‘t ©Sanjay Deshpande
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Summary

X

Polynomial
Addition
x+h.y

public key seed __f 5, e

(Seedpke o)

Polynomial
Multiplication
(h.y)

——

)

Sample
Fixed

secret key seed
4 7 Weight

(Seedpke ) Vectors
« J

Key Generation

Encrypt

D&qp& % %
r (
¥+ o Polynomial Palynomaal
| Multiplication w  Addition Decode

u-t 1 (uy) L (v-u.y)
m'

Encrypt

Sample
Fixed

Weight

Polynomial Polynomial ( Polynomial | | Polynomial
Multiplication Addition Encode | Multiplication T Addition
h.ry u=r;+h.ry s.ry v=t+s.ry+e

.
x L]
| Palynomial ] Polynomial | Polynomial I Paolynomial
Hash Hash h » Multiplication k—= Addition e Encode I Multiplication | Addition T Hash
(h. t;) (ry+hory) E (s.r3) ! (t+s.ry+e)
1 k' d"

! I
k d
Sample LI k
i Fixed | rp i d Compare

Weight 1
Vectors | e 0/1

Encapsulation Decapsulation

« Design of performance and security critical aspects of HQC implementation
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Hardware Implementation Contributions to PQC Standardization Effort .. v cues2s

HQC [SAC'23] ?
? SPHINCS+ [TECS'25] :
Classic McEliece [CHES'22] | . :
4 1 : E
: i Concludled :
! 1
Round 3 ] . 1 PQ- KEEMC li.
1 PQ-KEM (Kyber), 3 PQ-DSS selekted ( amm;"g SuaS.l yclic)
Call for Round 1 Round 2 4 PQ-KEM for |further evaluatllbn candidate s.lf HQC [SAC'26]
proposals :
i
1
I
A 2020 > 2021
| 1 1 : | I

W Call for proposals Round 1
ST Additional PQ-DSS oun

. SPHINCS+ W
[TECS 25] /d
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Future Research Directions — PQC

« Implementation and side-channel evaluation of PQC algorithms, proposing countermeasures,
and developing robust implementations

CPU + Pure Hardware (FPGA/ASIC)
CPU Extension Design

Dﬁ.

Pure Hardware (FPGA/ASIC)
Design + Soft Core Processor

D :

CPU
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Quantum Computer
Cybersecurity




Cloud-based Access to Quantum Computers

« Quantum Computers are rapidly being deployed

as cloud-based accelerators today
« Many companies are pushing for Quantum
Computer as a Service (QCaaS) deployments

Cloud
Providers

Amazon Braket

« But there are no security considerations

In QCaaS today
Possibly malicious users can now access
quantum computing hardware remotely
« Can attack other users, or try to reverse
engineer the infrastructure

IBM Quantum

e Microsoft Azure
amazon
@ Others

Quantum Processing Unit (QPU) Vendors

IonQ Rigetti
Others
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Workflow of Cloud-Based Quantum Computers

Quantum Cloud Infrastructure

Analog RF Rulses n

Classical
Co-processor

Quantum Quantum Management Quantum
Program Program Compiler Server Computer
Controllers

©Sanjay Deshpande
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Quantum

Processing
Unit
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Potential Threat Landscape

Quantum Cloud Infrastructure Hardware
» ﬁ:\ . o S \ v ——
,( Ty o Y Analog RF\Bulses
v Clou_d"‘\ &
Software ¢ e )
— 0 [~ &l === —_—
A_GG&SS : — _':.3‘ ‘ b —H
| Classical H Q

Cq¢-processor

k‘
v Z
gm
%3z
® 9 :
0w x »

uantum Quantum Management Quantum Quantum
Program Program Complly Server Computer Processing
Controllers Unit
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The CIA Triad

©Sanjay Deshpande
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- CHEQ[GLSVLSI'25]
- DAC Knight [ongoing]

Quantum Computer Antivirus
[IEEE HOST'22, IEEE HOST'23]

CONFIDENTIALITY NIST'22]

A Quantum Computer Trusted Execution environment [IEEE CAL'23]+— Best of CAL

Dynamic Pulse Switching for Protection of Quantum Computation on Untrusted Clouds [IEEE HOST'24]
Protecting quantum computers with a trusted controller [I[EEE QCE'24]

Trusted execution environments for quantum computers [Front. Comp. Sci'25]

SoteriaQ [IEEE QCE'26]
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Some of Our Work on Quantum Computer Cybersecurity (QCC)

Quantum Cloud Infrastructure

Hardware

A Quantum Computer
Trusted Execution
environment [IEEE CAL'23]

Dynamic Pulse Switching
for Protection of Quantum
Computation on Untrusted
Clouds [IEEE HOST'24]

Protecting quantum
computers with a trusted
controller [IEEE QCE'24]

Trusted execution
environments for quantum
computers [Front. Comp.
Sci'25]

uantum Quantum Management Quantum Quantum
Program Program Complly Server Computer Proces:sing/
Controllers Unit
Quantum Computer Antivirus - CHEQ [GLSVLSI'25]
[IEEE HOST'22, IEEE HOST'23] —> DAC Knight [ongoing]
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Motivation

« Users of cloud-based quantum computers must currently trust remote providers to execute
their circuits faithfully.

« Currently no mechanism exists to verify that the physical pulses implementing a circuit
were not altered, tampered with, or corrupted prior to or during execution.

* Integrity verification cannot rely on the high-level circuit description alone:

 low-level pulse parameters (shape, amplitude, timing) generated deep within the quantum
controller

Quantum Circuit
Submit Circuits

i Cloud based > Digital Control
access to QC Signals
— —
Platform

Collect Results

Management Server Quantum Controller Quantum Processing Unit
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https://sanjaydeshpande.phd

52



Threat Model — Malicious Insider

addressed by
existing classical
protections

Quantum Circuit /‘

Submit Circuits

target

E Cloud based Digital Control :
access to QC Signals (o
< Platform < t
Jdh
SOSEROD CollectResuts — — F b L L T
User

Management Server Quantum Controller euantum Processing Unit)
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Quantum Instrumentation Control Kit (QICK)

« Open-source AMD RFSoC-based qubit
controller that supports direct synthesis of
control and readout pulses

« Firmware: Custom FPGA logic
* tProcessor
 Signal generators
» Readout systems

 Software: Python library for
* Pulse programming
« Data acquisition
* Real-time feedback

Software +— RFSoC — RF parts
— >~

Processor Firmware

©Sanjay Deshpande
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QICK Design

QICK Framework

Processing ) : //Programmable
System (PS) : Logic (PL)
Zynq ' tProcessor Signal
PYNG® .: (tProc) Generators
se)
i

TPORT
DPORT %
WPORT &

| re:
( Dispatcher w }
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D

pa—
igital to Analog
. Converter |/
(DAC)

AN

A

QICK Framework + Proposed Cryptographic extensions

4 Processing h 1 /| Programmable
System (PS) ! Logic (PL)
Zynq ' tProcessor Signal
PYNG: . (tProc) Generators
(SG)

[tPrUc_xRegs ](—)[

1
b O

S Circuit Boundary
Generator %

\

/

A
M Control signals

h 4

Time Ctrl.
ﬁme_abSl register
time_ref addresses:

Dispatcher
TPORT

DPORT %
WPORTH

steady or
updata

Challenge: Signal Generator Bandwidth = 128 Gb/s
(256-bits each clock cycle at 500 MHz)

(-

Digital to Analog
Converter

(DAC)

Hash and Sign

hash +
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Proposed Extension for Secure DAC Design

Multiple hash engines running in parallel
. SHAKE256 gg\[,;aa‘tlg acker i"oits ispatcher e Signature

The generated hash is signed using a vendor’s sy s g O | I
device specific secret key
- SLH-DSA (SPHINCS+)

The resource shown are for one signal

generator
« Typically, 2-4 signal generators are required for
each qubit EPGA Logic R
: : : ogic Resources
 Other lightweight hash function could also be
considered QICK + Secure DAC | D
FpGA T
0 20000 40000 60000
B Total mQICK mHash @ Sign
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DAC Knight System

Quantum Circuit, nonce &

hash of Circuit

Verify

hash == hash*
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Cloud based
access to QC
Platform

Management Server
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Digital Control
Signals

Analog RF Pulses
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,  Signal :
I Generator Secure
———— = - I Digital to Analog
Converter (DAC)
tProcessor |
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\
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kQuantum Processing Uni
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Future Research Directions — QCC

* Integrity protection of the output.

« An engine that fingerprints every pulse is also a trustworthy sensor: the telemetry it produces
can be cryptographically bound to the operations that produced it.

« We are now moving towards Fault Tolerant Quantum Computing Era
 Error Correction Attacks
» Decoder Attacks

ﬂ“@‘t ©Sanjay Deshpande
6 https://sanjaydeshpande.phd
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QCCS 2026

4th Annual Quantum Computer Cybersecurity

Symposium
To be held November 11 to 13, 2026 at The Guild Lounge in
Scott Hall at Northwestern University

https://caslab.io/events/qccs/
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Towards Securing the Quantum Era @l :

Thank you!

7 N Technical
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